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1 Received Frames May be Lost

1.1 Bug Description

There is a chance that received frames are flushed before they are processed by the
higher levels of the IEEE 802.15.4 MAC. On a rare occation, these frames may also
have been acknowledged by the CC2480, and the transmitter in effect receives a false
acknowledgment. This is, however, fairly common in an IEEE 802.15.4 / ZigBee network
as the only thing that separates one acknowledgment frame from another is the 8-bit
sequence number. In most cases this will be handled seamlessly by the transmitter.

1.2 Batches Affected

This bug affects all batches and revisions of the chip.
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2 CC2480 May Not Enter LPM While Waiting for Aps Ack

2.1 Bug Description

When CC2480 is set up as an End Device and is sending Application Data to another node in the
network, the normal (simplified) send procedure is the following when application
acknowledgement is enabled:

a) Send packet

b) Receive MAC ACK

c) Enter Low Power Mode

d) Wake up after ZCD_NV_RESPONSE_POLL_RATE
e) Send data request

f) Receive MAC ACK

g) Receive APS ACK

h) Enter Low Power Mode

In some cases, the CCZACC may not enter low power mode in step c).

2.2 Suggested Workaround

Reduce the value of ZCD_NV_RESPONSE_POLL_RATE to a minimum such that the impact of
the increased current consumption is negligible. Note that the response poll rate should be set
according to the expected round-trip time.

ZCD_NV_RESPONSE_POLL_RATE is one of the configuration parameters of CC2480 that can
be modified by using the ZB_WRITE_CONFIGURATION command.

Another workaround would be to turn application acknowledgement off. Then CC2480 will always
return to low power mode immediately after having sent the packet and received the MAC ACK.

It is also possible to envision a scenario where application acknowledgement is turned on only for
every n'th packet, where n would depend on the required reliability of the system.

2.3 Batches Affected

This bug affects all batches and revisions of the chip.
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IMPORTANT NOTICE

Texas Instruments Incorporated and its subsidiaries (TI) reserve the right to make corrections, modifications, enhancements, improvements,
and other changes to its products and services at any time and to discontinue any product or service without notice. Customers should
obtain the latest relevant information before placing orders and should verify that such information is current and complete. All products are
sold subject to TI's terms and conditions of sale supplied at the time of order acknowledgment.

Tl warrants performance of its hardware products to the specifications applicable at the time of sale in accordance with TI's standard
warranty. Testing and other quality control techniques are used to the extent Tl deems necessary to support this warranty. Except where
mandated by government requirements, testing of all parameters of each product is not necessarily performed.

Tl assumes no liability for applications assistance or customer product design. Customers are responsible for their products and
applications using TI components. To minimize the risks associated with customer products and applications, customers should provide
adequate design and operating safeguards.

TI does not warrant or represent that any license, either express or implied, is granted under any TI patent right, copyright, mask work right,
or other Tl intellectual property right relating to any combination, machine, or process in which Tl products or services are used. Information
published by TI regarding third-party products or services does not constitute a license from TI to use such products or services or a
warranty or endorsement thereof. Use of such information may require a license from a third party under the patents or other intellectual
property of the third party, or a license from Tl under the patents or other intellectual property of TI.

Reproduction of Tl information in Tl data books or data sheets is permissible only if reproduction is without alteration and is accompanied
by all associated warranties, conditions, limitations, and notices. Reproduction of this information with alteration is an unfair and deceptive
business practice. Tl is not responsible or liable for such altered documentation. Information of third parties may be subject to additional
restrictions.

Resale of Tl products or services with statements different from or beyond the parameters stated by Tl for that product or service voids all
express and any implied warranties for the associated TI product or service and is an unfair and deceptive business practice. Tl is not
responsible or liable for any such statements.

Tl products are not authorized for use in safety-critical applications (such as life support) where a failure of the Tl product would reasonably
be expected to cause severe personal injury or death, unless officers of the parties have executed an agreement specifically governing
such use. Buyers represent that they have all necessary expertise in the safety and regulatory ramifications of their applications, and
acknowledge and agree that they are solely responsible for all legal, regulatory and safety-related requirements concerning their products
and any use of Tl products in such safety-critical applications, notwithstanding any applications-related information or support that may be
provided by TI. Further, Buyers must fully indemnify Tl and its representatives against any damages arising out of the use of Tl products in
such safety-critical applications.

Tl products are neither designed nor intended for use in military/aerospace applications or environments unless the Tl products are
specifically designated by Tl as military-grade or "enhanced plastic." Only products designated by Tl as military-grade meet military
specifications. Buyers acknowledge and agree that any such use of Tl products which Tl has not designated as military-grade is solely at
the Buyer's risk, and that they are solely responsible for compliance with all legal and regulatory requirements in connection with such use.

Tl products are neither designed nor intended for use in automotive applications or environments unless the specific Tl products are
designated by Tl as compliant with ISO/TS 16949 requirements. Buyers acknowledge and agree that, if they use any non-designated
products in automotive applications, TI will not be responsible for any failure to meet such requirements.

Following are URLs where you can obtain information on other Texas Instruments products and application solutions:

Products Applications

Amplifiers Emplifier-i.com Audio [pww Ti.com/audid

Data Converters Fataconverterir.com Automotive [vww Tr.com/automofiv

DSP Esp-ii.con Broadband [pww i.com/broadband

Clocks and Timers [www i-com/clocky Digital Control [pww ir-com/digitalcontrol

Interface [nierface-fi.com Medical [pww Ti.com/medical

Logic [ogicircon Military [vww i-com/militany

Power Mgmt power-i.com Optical Networking [xww Ti.com/opficalnetwor

Microcontrollers [nicrocontroller-t.com Security [nww r-com/secur

RFID ‘ i .CO Telephony lvww.tr.com/telephony

RF/IF and ZigBee® Solutions [WWw.ir.com/Ipr Video & Imaging vww Tr.com/vided
Wireless [vww T.com/wirelesy
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